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FedRAMP's Evolving Approach to
Continuous Monitoring

Background 
The Federal Risk and Authorization Management Program (FedRAMP) employs a traditional approach to continuous monitoring which has a strong focus on compliance with the FedRAMP requirements.  However, the goal of continuous monitoring is to ensure that a systems risk safeguards continue to operate effectively – requiring the need for a robust risk based approach.  FISMA and FedRAMP do not preclude the shift to a risk based continuous monitoring approach, and a risk based approach is not in conflict with current compliance efforts.  As FedRAMP continues to evolve, the Program Management Office (PMO) is examining how FedRAMP can strike a balance between meeting the compliance needs of FISMA with the desire for a risk based approach to continuous monitoring.

Purpose
FedRAMP is interested in industry and expert input about how the FedRAMP continuous monitoring program should evolve.  Specifically, the PMO is seeking suggestions on how to improve current continuous monitoring processes and support security authorizations in cloud environments utilizing a more risk focused approach.  Additionally, FedRAMP wants to achieve a more continuous view into the state of Cloud Service Providers (CSPs) applications and devices to drive better decision making based on risk while still meeting requirements of the authorized risk level.

Current Continuous Monitoring Approach
FedRAMP’s current continuous monitoring and ongoing assessment processes were developed to meet the FISMA and the OMB Circular A-130 mandates.  Federal agencies are required to reauthorize information systems at least every three years, and each security control must be assessed within the three-year cycle.  To meet this requirement, FedRAMP implements a framework that tests approximately 1/3 of the security controls annually.  This approach is the core of FedRAMP’s annual assessment strategy and requires CSPs to test 1/3 of all security controls each year. 

Other continuous monitoring requirements to maintain FedRAMP compliance and authorizations include: timely incident reporting and escalation, major system changes approval affecting the CSP’s authorization boundary, Plans of Actions and Milestones (POA&M), asset inventory checks and monthly submission and review of vulnerability scans. Vulnerability scans are performed from a set of core security controls selected by FedRAMP and are included in the CSP monthly reporting.  

The above approach offers the following advantages for FedRAMP, CSPs and agencies:
1.  Testing 1/3 of controls annually allows for a consistent, repeatable and predictable process for CSPs that leaves little room for misinterpretation of FedRAMP requirements. 
2. The familiarity and consistency of the 1/3 testing approach has in turn helped FedRAMP standardize its own continuous monitoring activities across the CSP landscape.
3. The standardization of the CSP continuous monitoring reporting and deliverables has supported FedRAMP’s monthly assessment of the CSP’s risk posture and informed trend analysis over time.
4. Agencies have access to the FedRAMP secure repository to review a CSP’s continuous monitoring data and results that help them assess the CSPs risk posture.  This speeds up potential adoption of cloud service across the government by providing a ‘leverage’ model that reduces agency investment of cost, time and resources required to monitor continuous monitoring for cloud systems.  

FedRAMP recognizes the following opportunities for improvement in its current continuous monitoring program:
1. Limited visibility into near-real time operational environments of CSPs due to FedRAMP’s monthly oversight process (e.g. monthly vulnerability scan reviews).
2. No visibility into security controls that have not been identified as “core controls” for testing within the Continuous Monitoring requirements.
3. Lack of situational awareness from the authorizing officials on complete boundary or network visibility means lack of timely risk mitigation steps.  A true risk based approach creates situational awareness that integrates security and risk management processes that discover and determine actionable items based on real risks as opposed to perceived risks. 
4. If CSP resources are limited, they may be focused on compliance with FedRAMP’s monthly deliverables requirements and missing opportunities to implement security countermeasures and technical solutions that strengthen their security posture.  
5. FedRAMP’s existing program capabilities and tools lack the scalability to support the growing number of CSPs and data needed to provide near-real time monitoring. 

External drivers such as DHS’s Continuous Diagnostics and Mitigation (CDM) program are potential change agents to FedRAMP’s continuous monitoring program. 

Proposed Objectives
There are several operational objectives that FedRAMP would like to achieve.  At the core is the basic understanding that a CSP is required to have a continuous monitoring plan as part of the FedRAMP security requirements.  Authorizing officials (AOs) have the responsibility to ensure that the continuous monitoring program the CSP follows employs a risk-based approach and provides enough information for the AO to understand the risk posture of a CSP environment at any given time.  Currently, the activities employed by AOs and outlined in the existing FedRAMP approach is one of oversight, rather than better insight in to a CSPs continuous monitoring program.  

The following is a list of some objectives of evolving the FedRAMP continuous monitoring program:
1. Better and Continuous Operational Visibility:
a) Determine Monitoring Intervals and Reporting: Continuous monitoring does not imply true, real-time 24 x 7, nonstop monitoring and reporting.  Instead, it should seek to implement monitoring and oversight processes (such as a submitting near real time incident and events dashboard to FedRAMP) that provide a clear picture of CSP’s security state at a given time, while also providing assurance of control effectiveness over time. 
b) Focus on Risk Management that Supports Ongoing CSP Authorizations: A robust risk management approach to continuous monitoring would ultimately prioritize the worst problems within minutes, versus monthly, quarterly or annually.  The NIST Risk Management Framework (RMF) emphasizes the importance of near real-time continuous information and encourages the use of automation to give CSP top-level management and Authorizing Officials the critical information needed to make cost-effective, risk-based decisions.
c) Assign the value of information for Authorizing Officials: Not all CSP continuous monitoring data or information is valued similarly.  Before submitting volumes of data and deliverables that would ultimately either be ignored or unactionable, a CSP should first conduct a data evaluation and assign different values to the submission of periodic information. 
2. Scalable Technical Capability and Size of CSPs: The continuous monitoring approach is flexible enough to work for small and large CSPs, as well as simple and complex environments.  

Request Feedback 
 FedRAMP is requesting responses to the following questions to achieve the objectives outlined in the section above. 
1. What are some of the continuous monitoring standards and frameworks in the federal and private sector that could guide and ultimately enable FedRAMP to be more risk focused, while still incorporating compliance requirements to avoid sanctions?  Some well known frameworks are COSO, COBIT, NIST SP 800-37, ISO 31000, PCI-DSS, SOX, GLBA, HIPAA, HITECH. 
2. Since automation is an interest to FedRAMP to address scalability and near-real time risk management, what technologies are available or may become available in the future that would enable CSPs to automate more continuous monitoring requirements. How would the technology provide the JAB and AO’s continuous insight into the risk posture of the system?
3. How can FedRAMP leverage existing practices at Agencies and CSPs (e.g. ISO, PCI or HIPAA audits or assessments) for compliance purposes while ensuring a consistent risk posture across systems? 

FedRAMP encourages industry and experts to respond and contribute to the evolution of its continuous monitoring program.  The open public comment period is a 30 day period from  August 20 to September 19.  After the close of the comment period, FedRAMP may reach out to individual responders to request clarifying information and/or for additional discussions including invitations to events such as FedRAMP Industry Day to present new ideas and approaches. 

Submit your feedback to info@fedramp.gov by September 19, 2014.
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