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[bookmark: _Toc389736815]Executive Summary
The FedRAMP Joint Authorization Board updated the FedRAMP security controls baseline to align with the updated NIST SP 800-53 security controls as revised in Revision 4. The FedRAMP program management office (PMO) updated the FedRAMP security control baseline documentation and templates to reflect these changes.
This document provides guidance for Cloud Security Providers (CSPs) and Federal agencies that are currently part of the FedRAMP program, as well as those who are considering entry into the program.
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	Date
	Page(s)
	Description
	Author

	06/06/2014
	
	Major revision for SP800-53 Revision 4.  Includes new template and formatting changes.
	FedRAMP PMO
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[bookmark: _Toc389736817]About this document
This document provides guidance on making the transition from NIST 800-53 Revision 3 to NIST 800-53 Revision 4.
[bookmark: _Toc389736818]Who should use this document?
Cloud Service Providers (CSPs) in any phase of the FedRAMP process. Federal agencies that are working with CSPs under FedRAMP.
[bookmark: _Toc389736819]How this document is organized
This document is divided into 1 primary section and 2 appendices: 
	Section 1
	FedRAMP Transition Plan

	Appendix A
	New Controls in NIST SP 800-53 Revision 4 FedRAMP Low Baseline

	Appendix B 
	New Controls in NIST SP 800-53 Revision 4 FedRAMP Moderate Baseline




[bookmark: _Toc389736820]How to contact us
Questions about FedRAMP or this document should be directed to info@fedramp.gov.  
For more information about FedRAMP, visit the website at http://www.fedramp.gov.

[bookmark: _Toc389736821]FedRAMP Revision 4 Transition Guide
[bookmark: _Toc389736822][bookmark: _Toc380157078][bookmark: _Toc380159596]Purpose
The FedRAMP Joint Authorization Board updated the FedRAMP security controls baseline to align with the updated NIST SP 800-53 security controls as revised in Revision 4.  The FedRAMP program management office (PMO) updated the FedRAMP security control baseline documentation and templates to reflect these changes.
[bookmark: _Toc389736823]Categorization and Transition Timeline
The requirements and timeline for CSPs to transition to the Rev. 4 FedRAMP baseline and templates depend on the CSPs categorization as listed in the table below.  The Rev. 4 transition strategy goes into effect on June 6, 2014.

	Categorization Table

	Initiation
	In Process
	Continuous Monitoring

	CSPs applying to FedRAMP or in readiness review process.
	CSPs that kicked off JAB P-ATO review prior to June 1, 2014.
	CSPs in continuous monitoring with a current authorization.

	CSPs that have not yet initiated contract discussions with a Federal agency.
	CSPs in contract discussions with Agencies.
	

	CSPs with a JAB P-ATO Kick-off meeting after release of the Rev. 4 baseline and templates.
	CSPs with an agency contract prior to June 6, 2014.
	

	
	CSPs in agency ATO review prior to June 6, 2014.
	

	
	CSPs with demonstrable effort working through the CSP supplied route.
	


[bookmark: _Toc389670150]Table 1-1 – Category Table


	Transition Action Table

	Initiation
	In Process
	Continuous Monitoring

	Implement new baseline and use updated FedRAMP templates.
	Complete ATO using the Rev. 3 FedRAMP baseline and templates.
	CSPs with an annual assessment completed before June 6, 2014, have one year from the date of their last assessment to complete:
· Implementation of new baseline
· Submit new documents using updated templates
· Testing (as detailed below)

	Test all new Rev. 4 controls before receiving authorization.
	Complete JAB P-ATO using the Rev. 3 baseline and templates.
	CSPs with an annual assessment scheduled between June 6, 2014 and January 6, 2015 will complete the following at their next scheduled annual assessment in 2015:
· Implementation of new baseline
· Submit new documents using updated templates
· Testing (as detailed below)

	
	Have one year from authorization date to complete:
· Implementation of new baseline
· Submit new documents using updated templates
· Testing (as detailed below)
	


[bookmark: _Toc389670151]Table 1-2 – Transition Action Table
[bookmark: _Toc389736824]Document Updates
CSPs in initiation must use the updated baseline and templates immediately after release.
CSPs in process or in continuous monitoring will provide updated documentation during their annual assessment using the timelines in the table above.  CSPs must update all documentation, including submitting a completely updated System Security Plan (SSP).
[bookmark: _Toc389736825]Testing
CSPs in initiation will test all Rev. 4 controls as required to complete the assessment and receive an ATO or JAB P-ATO.
CSPs in process or in continuous monitoring will be required to test their control implementation, including new Rev. 4 controls, during their annual assessment.  The FedRAMP PMO anticipates that the level of effort will require testing between 140 to 150 controls.  There are 80 new Rev. 4 controls added to the moderate baseline and 68 core controls for annual testing.  AOs should prioritize and adjust the number of controls required for testing based on the CSPs risk posture.
CSPs will have to test all new Rev. 4 controls during their first annual assessment (these new controls are detailed in Appendix A). In addition, during this first annual assessment, as part of the continuous monitoring program, CSPs have a set of core controls they must test annually as well as additional controls selected by AOs based on a CSPs risk posture (as described in table A-1 and 3-1, respectively, in the FedRAMP Continuous Monitoring Strategy and Guide).  
[bookmark: _Toc389736826]FedRAMP Revision 4 updates and information
All updated FedRAMP documents and templates are available at http://FedRAMP.gov.  
Send questions to: Info@FedRAMP.gov.
NOTE: CSPs can transition to the new FedRAMP Rev. 4 baseline and templates sooner than the timelines provided in this guidance document.  Agencies must issue contract language requiring CSPs to comply with FedRAMP security authorization requirements in accordance with the Office of Management and Budget FedRAMP memo dated Dec 8, 2011.


[bookmark: _Toc389736827]Appendix A – New Controls in NIST SP 800-53 Revision 4 FedRAMP Low Baseline
The embedded spreadsheet contains two lists, one of those controls that NIST added to the Low baseline and another of those controls that the JAB added to the NIST Low baseline for FedRAMP compliance.



[bookmark: _Toc389736828]Appendix B – New Controls in NIST SP 800-53 Revision 4 FedRAMP Moderate Baseline
The embedded spreadsheet contains two lists, one of those controls that NIST added to the moderate baseline and another of those controls that the JAB added to the NIST moderate baseline for FedRAMP compliance.
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New Controls for Rev 4 FedRAMP Low Baseline.xlsx
Sheet1

		New  Rev 4 Controls for FedRAMP Low Baseline

		Total Controls = 13
 - New NIST Rev 4 Low Baseline Controls = 12
 - New FedRAMP Rev 4 Low Baseline Controls added by JAB above NIST baseline = 1

		New NIST Rev 4 Low Baseline Controls 				New FedRAMP Rev 4  Low Baseline Controls
(Added by JAB above NIST baseline)

		CA-9				CA-2 (1)

		CM-10

		CM-11

		IA-2 (12)

		IA-5 (11)

		IA-8 (1)

		IA-8 (2)

		IA-8 (3)

		IA-8 (4)

		MP-7

		SA-4 (10)

		SC-39
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New Rev 4 Controls for FedRAMP Baseline.xlsx
Sheet1

		New  Rev 4 Controls for FedRAMP Moderate Baseline

		Total Controls = 80
 - New NIST Rev 4 Moderate Baseline Controls = 39
 - New FedRAMP Rev 4 Moderate Baseline Controls added by JAB above NIST baseline = 41
(CM-7 (4) was removed by JAB from NIST Moderate baseline)

		New NIST Rev 4 Moderate Baseline Controls 				New FedRAMP Rev 4  Moderate Baseline Controls
(Added by JAB above NIST baseline)

		AC-6 (5)				AC-2 (5)

		AC-6 (9)				AC-2 (9)

		AC-6 (10)				AC-2 (10)

		AC-12				AC-2 (12)

		AC-19 (5)				AC-4 (21)

		AC-21				AC-17 (9)

		AT-2 (2)				CA-2 (2)

		AU-9 (4)				CA-2 (3)

		CA-3 (5)				CA-3 (3)

		CA-7 (1)				CA-8

		CA-9				CA-8 (1)

		CM-2 (7)				CM-2 (2)

		CM-7 (2)				CM-5 (3)

		CM-10				CM-7 (5)

		CM-11				CM-10 (1)

		CP-2 (3)				IA-2 (5)

		CP-2 (8)				IA-5 (4)

		IA-2 (11)				IR-9

		IA-2 (12)				IR-9 (1)

		IA-5 (11)				IR-9 (2)

		IA-8 (1)				IR-9 (3)

		IA-8 (2)				IR-9 (4)

		IA-8 (3)				MA-5 (1)

		IA-8 (4)				MP-6 (2)

		IR-3 (2)				PE-14 (2)

		MP-7				PS-3 (3)

		MP-7 (1)				RA-5 (8)

		PL-2 (3)				SA-4 (8)

		PL-4 (1)				SA-9 (4)

		PL-8				SA-9 (5)

		SA-4 (2)				SA-10 (1)

		SA-4 (9)				SA-11 (2)

		SA-4 (10)				SA-11 (8)

		SA-9 (2)				SC-12 (3)

		SC-39				SC-28 (1)

		SI-7 (7)				SI-2 (3)

		SI-8 (1)				SI-3 (7)

		SI-8 (2)				SI-4 (1)

		SI-16				SI-4 (14)

						SI-4 (16)

						SI-4 (23)
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