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FedRAMP is revising the RA-5 test case language and submitting the changes for public comment.  These changes address two issues.  One involves the need to confirm the linkage of the scanning process with other related processes such as configuration management, patch management, and change management.  This would ensure, for instance, that a new component could not be introduced into the production environment with known vulnerabilities.  
The other issue involves potential inconsistencies that may occur if the independent assessor uses a different vulnerability scanning tool during assessments than the CSP uses to scan and report monthly continuous monitoring, or if the same tool is used by both parties but configured differently.  Robust continuous monitoring and risk management require an initial scanning baseline report that feeds into the Plan of Action and Milestone process, and periodic reporting thereafter that ideally shows remediation progress.  While FedRAMP encourages (but does not prescribe) that the CSP and assessors use the same scanning tool, it is imperative that assessment and continuous monitoring results are consistent. 
In order to achieve these objectives, FedRAMP has added some language to the RA-5 control requirements. Please review this RA-5 document which includes the RA-5 control language, the test cases, and the highlighted areas with the new test case language. 
FedRAMP seeks industry and expert comment and feedback on the proposed changes – including if you believe changes might be more appropriate in other controls or requirements to meet the stated objectives.  The 30 day open public comment starts August 20 and ends September 19.  There is no specified format for feedback. Please send any suggestions or changes to Info@FedRAMP.gov.



RA-5 VULNERABILITY SCANNING CONTROL

The organization:
a. Scans for vulnerabilities in the information system and hosted applications [Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process] and when new vulnerabilities potentially affecting the system/applications are identified and reported;
b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for:
1. Enumerating platforms, software flaws, and improper configurations;
2. Formatting checklists and test procedures; and
3. Measuring vulnerability impact; 
c. Analyzes vulnerability scan reports and results from security control assessments;
d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times] in accordance with an organizational assessment of risk; and
e. Shares information obtained from the vulnerability scanning process and security control assessments with [Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

Supplemental Guidance: Security categorization of information systems guides the frequency and comprehensiveness of vulnerability scans. Organizations determine the required vulnerability scanning for all information system components, ensuring that potential sources of vulnerabilities such as networked printers, scanners, and copiers are not overlooked. Vulnerability analyses for custom software applications may require additional approaches such as static analysis, dynamic analysis, binary analysis, or a hybrid of the three approaches. Organizations can employ these analysis approaches in a variety of tools (e.g., web-based application scanners, static analysis tools, binary analyzers) and in source code reviews. Vulnerability scanning includes, for example: (i) scanning for patch levels; (ii) scanning for functions, ports, protocols, and services that should not be accessible to users or devices; and (iii) scanning for improperly configured or incorrectly operating information flow control mechanisms. Organizations consider using tools that express vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention and that use the Open Vulnerability Assessment Language (OVAL) to determine/test for the presence of vulnerabilities. Suggested sources for vulnerability information include the Common Weakness Enumeration (CWE) listing and the National Vulnerability Database (NVD). In addition, security control assessments such as red team exercises provide other sources of potential vulnerabilities for which to scan. Organizations also consider using tools that express vulnerability impact by the Common Vulnerability Scoring System (CVSS). Related controls: CA-2, CA-7, CM-4, CM-6, RA-2, RA-3, SA-11, SI-2.
RA-5 Test Cases
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the frequency for conducting vulnerability scans on the information system and hosted applications and/or; the process for conducting vulnerability scans on the information system and hosted applications.[Monthly Operating System (OS), monthly web applications, and monthly database vulnerability scans (and as needed)] .  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to scan for vulnerabilities in the information system and hosted applications in accordance with the required and/or the process for vulnerability scans.  
Examine the vulnerability process for a linkage to other related processes, including, at a minimum, the configuration management (CM) process and the patch management process.
Examine a sample of vulnerability scan reports for the information system and hosted applications for evidence that the measures are being applied to conduct vulnerability scans in accordance with the required frequency.  
Examine a sample of vulnerability scan reports for the information system and hosted applications for evidence that the measures are being applied to conduct vulnerability scans in accordance with the process.  
Test that the entity performing vulnerability scans in continuous monitoring has configured the scanner and is producing reports in an appropriate manner (authenticated, updated definitions, full range and depth), consistent with that of the independent assessor’s reports.
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the measures are being applied to conduct vulnerability scans in accordance with the required frequency.  
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the measures are being applied to conduct vulnerability scans in accordance with the process.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the process to be employed to identify and report new vulnerabilities that may potentially affect organization systems/applications.  
Examine a sample of risk assessments, vulnerability identification reports, security control assessments, or other relevant documents resulting from the process for evidence that the process is being applied.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to scan for vulnerabilities in the information system and hosted applications as a result of the process to identify and report new vulnerabilities potentially affecting the system/applications.  
Examine a sample of vulnerability scan reports resulting from the measures for the information system and hosted applications for evidence that the measures are being applied.  
Interview a sample of organizational personnel with vulnerability scanning responsibilities for the information system for further evidence that the measures are being applied.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the vulnerability management process to be employed for the information system, and that parts of the process focus on enumerating platforms, software flaws, and improper configurations; formatting checklists and test procedures; and measuring vulnerability impact.
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, vulnerability scanning tools and techniques documentation, or other relevant documents for the vulnerability scanning tools and techniques to be employed that use standards to facilitate interoperability among tools, and that automate parts of the vulnerability management process.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the standards to be used by the tools and techniques to facilitate interoperability among the tools, and automate parts of the vulnerability management process.  
Examine security plan, information system design documentation, vulnerability scanning tools and techniques documentation, or other relevant documents for the mechanisms and configuration settings to be employed by the tools and techniques to enforce the standards that facilitate interoperability among these tools, and that automate the parts of the vulnerability management process.  
Examine documentation describing the current configuration settings for a sample of the mechanisms for evidence that these mechanisms are configured to facilitate interoperability among the tools.  Examine documentation describing the current configuration settings for a sample of the mechanisms that automate parts of the process for enumerating platforms, software flaws, and improper configurations for evidence that these mechanisms are configured as required.  
Examine documentation describing the current configuration settings for a sample of the mechanisms that automate parts of the process for formatting checklists and test procedures for evidence that these mechanisms are configured as required.  
Examine documentation describing the current configuration settings for a sample of the mechanisms that automate parts of the process for measuring vulnerability impact for evidence that these mechanisms are configured as required.  
Test a sample of the mechanisms and their configuration settings that automate parts of the process for enumerating platforms, software flaws, and improper configurations; conducting testing for evidence that these mechanisms are operating as intended.  
Test a sample of the mechanisms and their configuration settings that automate parts of the process for formatting and making transparent checklists and test procedures; conducting testing for evidence that these mechanisms are operating as intended.  
Test a sample of the mechanisms and their configuration settings that automate parts of the process for measuring vulnerability impact; conducting testing for evidence that these mechanisms are operating as intended.  
Examine risk assessment policy, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to analyze vulnerability scan reports and results from security control assessments.  
Examine the measures to analyze a sample of vulnerability scan reports and results from security control assessments conducted for the information system or for evidence that the measures are being applied.  
Interview organizational personnel with vulnerability scanning and security control assessment responsibilities for the information system for further evidence that the measures are being applied to analyze vulnerability scan reports and results from security control assessments.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, risk assessment methodology, security plan, or other relevant documents for the risk designations to be assigned to all legitimate vulnerabilities as a result of an organizational assessment of risk.  Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, risk assessment methodology, security plan, or other relevant documents for the organization-defined response times assigned to the risk designations in order to remediate legitimate vulnerabilities assigned to these risk designations as a result of an organizational assessment of risk.  [high-risk vulnerabilities mitigated within thirty days from date of discovery; moderate-risk vulnerabilities mitigated within ninety days from date of discovery] 
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, risk assessment methodology, security plan, or other relevant documents for the measures to be employed to remediate legitimate vulnerabilities based on the risk designation and organization-defined response time that are assigned to each vulnerability as a result of an organizational assessment of risk.  
Examine a sample of risk assessments, vulnerability scan reports, security control assessments, and corresponding corrective/remediation actions for the information system for evidence that the measures are being applied.  
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the organizational personnel designated to receive information obtained from the vulnerability scanning process and security control assessments.
Examine risk assessment policy, procedures addressing vulnerability management, procedures addressing vulnerability scanning, security plan, or other relevant documents for the measures to be employed to share information obtained from the vulnerability scanning process and security control assessments with the organizational-defined personnel or roles personnel to help eliminate similar vulnerabilities in other information systems.
Examine a sample of reports, memos, emails, or other relevant documents communicating results obtained from the vulnerability scanning process and security control assessments to a sample of the organizational-defined personnel or roles for evidence that the measures are being applied.  
Interview a sample of organizational personnel with risk assessment and vulnerability scanning responsibilities and/or organizational personnel for further evidence that the measures are being applied.
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